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IMPOPUNIAKTUKA ITPECTYIIVIEHUHU, CBA3AHHBIX C
HEITPABOMEPHbBIM 3ABJIAIEHUEM PEKBU3UTAMUA
IHJTACTUKOBBIX BAHKOBCKHUX KAPT U XUINEHUEM
CPEJACTB C KAPT-CUHETOB I'PAXKJIAH, A TAK’)KE B COEPE
BBICOKHMX TEXHOJIOI'MHN

Mamepuan noocomosnen ynpasnenuem Cnedcmeennozo komumema Pecnyonuku benapyce no
I'poonencroii ooracmu

Ha ceropssimnauii neHs 00pb0a ¢ KHOEpHPECTyNHOCTbIO — OJHO W3
IIPUOPUTETHBIX HAMPABICHUN B JEATEIBHOCTU BCEH NPABOOXPAHUTEIIBLHOU
cucrembl PecniyOnuku benapyck nu CneacTBEeHHOr0O KOMUTETA B YACTHOCTH.

AKTyalnbHOCTh  3TOr0  OOYCIIOBJIEHA  3HAUUTEIbHBIM  YHUCJIOM
NPECTYIUICHUH, COBEpPLIAEMBbIX C HCIOJb30BAaHUEM HMH(POPMALMOHHO-
KOMMYHUKaIIMOHHbIX TexHosorui (nainee — UKT), 101 KOTOPBIX COCTaBIISIET
TPETh OT OOILIEro YMcia BCEX 3apErUCTPUPOBAHHBIX YTOJIOBHO-HAKA3yeMBbIX
JICSTHU M.

[TopasisArontyto 4acTh MIPECTYIUICHU, COBEPLIECHHBIX C
ucnonp3oBanneM MKT, coCTaBISIIOT XHILIEHUS IEHEKHBIX CPEICTB C KapT-
CUETOB TPaXKJaH MyTEM 3aBIaJCHUS PEKBU3UTAMU 0AHKOBCKUX TIACTUKOBBIX
KapT.

B I'pognenckodi o0nacTu Takue JeaHUS (PUKCUPYIOTCA €KETHEBHO,
HepeaKo 3a cyTku Oosee 10 Takux XUICHUH.

[loreprieBMMH  OT HHMX SBJISIFOTCS. BCE CJIOM HACEIIEHUS —
pernojaBaTesid, CTYIEHTbl, MEAUIMHCKHE pAOOTHUKH, TIEHCUOHEPHI,
0e3paboTHbIE, JUIA, HAXOMAIIMECS B OTIYCKE MO yXOAy 3a peOEHKOM B
BO3pacTte M0 3-X JIeT, a TakKe pPaOOTHUKH PA3IUYHBIX OpraHu3aIuil u
MPEINPUATHN.

Bce gaie umMeroT MecTo Ciydau 3aBJIaICHUS KPYITHBIMU CYMMaMH.

[IpyuuHbI U yCIOBHUS, CIOCOOCTBYIOIIME COBEPILECHUIO MPECTYIIICHUH,
KaK MpaBWIO OECHEYHOCTh CaMHUX IOJb30BaTelieid, a UMEHHO JepKareyien
OAHKOBCKUX KapT, WX W3JIUIIHAS JOBEPUUBOCTb, HEOCMOTPHUTEIBHOCTb,
HEOCBEJOMJICHHOCTh O CIOCO0aX 3alllUThl MU KOMIPOMETALMU IJIATEAKHBIX
PEKBU3UTOB.

YT0JI0BHO-HaKa3yeMbIe NESHUS HAa3BaHHOU KaTerOpun
XapaKTEpU3yIOTCSl BBICOKOW CTENEHBIO JIATEHTHOCTH, M, KAaK CJIEIACTBHUE,
KpalHe HU3KOW PAaCKPBIBAEMOCTBIO.

IIpakTka pacciegoBaHHsl YTOJOBHBIX JE€H O TAKUX NPECTYIUICHUAX
MOKA3bIBAET, YTO HX JIETYE MPEAOTBPATUTh, YEM PACKPBITh M HAWTH
BHUHOBHOTO.



Ha texymmuii MomeHT Ha Tepputopun PecnyOnuku bemapyce u
['ponHeHCKOM 00J1aCTH B YACTHOCTH MOKHO BBIJCIUTH CIEAYIONINE HauboJiee
pacrpocTpaHeHHbIE CIIOCOOBI U CXEMBI XHUIIIEHUH ¢ ucrnoyib3oBanueM UKT:

1. 3aBnageHue AEHEKHBIMU CPEACTBAMH MO NMPEAJIOroM MPOAAKU
TOBAPOB B COLIMAJIBHBIX CETSIX M uepe3 MecceHpkepbl. Hambonee yacto B
MOCJIeIHEE BpeMsi — B colMainbHOU cetu «MHcTtarpamy. 3I0yMBIIUICHHUKA
CO3/1alI0T (PEUKOBBIE AKKAyHTHI MO MPOJAXKE OJEKIbl, 00yBU, MPEAMETOB
MeOenu U HHTEphEpa, HAMOIHSIIOT UX TEMAaTUUYECKUX KOHTEHTOM U3
CBOOOJIHBIX HMCTOYHUKOB cetu MHHrepHer ¢ (dororpadusimu  sKoObI
peanu3yeMoro TOBapa, PSAAOM IOJOKHUTEIbHBIX OT3bIBOB, U C JOCTYIHBIMU
LEHAMU HWXK€ PBIHOYHBIX, BCTYMAIOT B MEPENUCKY B PAa3IUYHBIX
MeCCeHIKepax, MpejJiaras BHECTH 3a TOBap MPEAOIiaTy U0 aBaHC MyTeM
nepevrciieHust Ha 0aHKOBCKHM cueT. JIJisi moaydeHusl IEeHEKHbBIX CPEJICTB MpHU
ATOM, KaK MPABUJIO, UCIIOIB3YIOTCS OAHKOBCKUE KapT-CueTa MOJICTABHBIX JIUI]
(«IpoTmOBY», KaKk OCBEOMJICHHBIX, TaK U HET), COIIACUBIIUXCSI OPOPMUTH Ha
CBO€ HMMsI OaHKOBCKYIO KapTy, mepeiaB ee¢ 00 ayTeHTHU(hUKAIMOHHBIC
JaHHbIE (JIOTUH M TapoJib CHUCTEMbI JUCTAHIIMOHHOIO OaHKOBCKOIO
oocnyxuBanus (nanee — CAbO)) nns gocrymna k cuety. [anee mpoucxoast
NEepeBObl JICHEKHBIX CPEACTB HAa HWHBIE CYETa, HEPEAKO OOHAIMYUBAHUE
«IpoTamMmu», WHBIMU HAHSATHIMHU 3JIOYMBIIUICHHUKAMU JIMIIAMHU, OOMEH Ha
KPHUIITOBAIIIOTY TOCPEICTBOM OHJaiH-cepBucoB nu6o WII — rpaxnas,
MPEOCTABIIAIONINX YKa3aHHBIC YCIYTd MyTeM pa3MELICHU OOBSBICHUN B
cetu MuTepHeT.

AHajiornyHble OOBSIBICHUS O MPOJAXKE TOBapa MOTYT pa3MellaThCs Ha
BeO-caifTax, B COOOIIECTBaX WU IYyTEM PACCHUIKA B MECCEHJIKEpax, a TaKkKe
Ha cailTax apeHAbl HAJBH>)KUMOCTH TO/JT MPEIJIOTOM BHECEHUSI MPEIOIIIATHI 3a
apeHay KBapTHUPBI.

2.  @®uummHr (ot anra. fishing - peiOHast OB, BBIY)KHBAaHUE) —
ONIMH W3 BUJIOB MOIICHHUYECTBA, IEJIBI0 KOTOPOTO SIBISETCS IMOJy4YEHUE
JIOoCTyna K KoH(MUACHIMAIbHOW MH(OpMAIMU MOJib30BaTeNie (PEeKBU3UTAM
OaHKOBCKHMX IUIaTEXKHBIX KapT, JioruHaMm u maposisim CIIBO, MoOunbHOrO
OaHKWHTIA, MACIOPTHBIM JAHHBIM M HHBIM JIMYHBIM CBEIACHHSAM) B IICIIAX
MOCJEAYIOUIEr0 XUIIEHUSI IEHE)KHBIX CPEJICTB MOCPEICTBOM HCIOJIb30BaHUS
JAHHBIX peKkBU3WTOB. Hambonee wdacto faHHas mpecTynmHas Ccxema
peanu30BBIBAETCSI B OTHOILICHUM KJIMEHTOB TOPTrOBBIX HHTEPHET-ILIONIA0K
(mampumep, kufar.by). Beictynmas B posm mokynaTelns, 3JI0yMBIIUICHHUK
HaxXOJUT MPOJIaBIla TOBapa M BCTYINAET C HUM B MEPEMUCKY B MECCEHKepax
(«Vibery, «Telegram», «WhatsApp»). OH cooOmiaer, 4To TOBap €ro
3aMHTEPECOBA U YK€ AKOOBI COBEPIIUII MPEAOIIaTy (3a4acTyr0 BhICHLIACTCS
CKPUHIIIOT 3JIEKTPOHHOI'O Y€Ka O MEePEYUCIICHUU cpeacTB). s Toro, yToOb!
MOJIYYUTh JaHHBIE CPEICTBA, MPOMABIYY SIKOOBI HEOOXOAWMO MPOUTH IO



TUIIEPCCHUIKE U BBECTU JaHHbIE. HEeBHUMATENBHBIN MHTEPHET-TI0JIH30BATENb
MOXXET W HE 3aMETHTh IMOJMEHBI, TaK KaK MMOJ00HBIC CTPAHHIIBI BU3yaJIHHO
CXOkHu C odopmieHueM caiToB wu3BecTHbIX cepBucoB (Kydap, EPUII,
CDEK, benmoura, caiiTbl pa3iauM4HBIX OaHKOB W Jp.). AApec MOJaeIbHOU
BEO-CTPAHHUIIBI TAK)KE MOXKET HalmOMUHATh peanbHbii (kufardostavka.by, erip-
online.cot, belarusbank24.xyz, cdek-zakaz.info u nap.). Ecim kxeptBa
«TOMA/IETCSl Ha YJ0UKY» U 3alOJHUT (POPMY, COOTBETCTBYIOIINE PEKBU3UTHI
JOCTyNa K OAHKOBCKOMY CUETY OKa)KyTCs y MPECTyNHUKA. Yepe3 cCuuTaHHbIE
MUHYTBI 3J0YMBIIIJIEHHUK OCYHIECTBIISIET JIOCTYNl K OaHKOBCKOMY CYETY H
NEPEBOAUT JICHEKHBIE CPEICTBA HA KOHTPOJIUPYEMble UM OaHKOBCKHUE CUeTa
nocpeAcTBoOM cepBucoB mepeBosia («MTbhanky, uHbIC), 3aperUCTPUPOBAHHBIC
Ha TOJICTaBHBIX JIUII.

Nmenu MECTO clydau CO3JIaHus u HCITIOJIb30BaHMUS
3JIOYMBINJICHHUKAMH  (DUIIMHTOBBIX ~ CAalTOB, OPHUEHTHPOBAHHBIX O]
3ampochl MOJb30BaTEIEH B MOMCKOBBIX CHUCTeMax. ['pakjaHe momaaaroT Ha
Hux npsmo u3 Google m Yandex mocne 3amnpocoB Tuna «bemapycOank
JUYHBIN KaOuHeT», «bemarponpoMOaHK MHTEPHET OaHKWHI» U T.J. YBUJICB
3HAKOMBIM 3arojIOBOK U JIOTOTHUII CaiiTa B BbIJlaue Pe3yJbTaTOB MOUCKA U HE
yAOCTOBEPUBIIIUCH B COOTBETCTBMU ajpeca caiTa JIeUCTBUTEIHLHOMY
JJOMEHHOMY HMMEHU OaHKOBCKOTO YYPEXKICHUS, MOTEPIEBIINN 3armoIHsAET
OTKpBIBIIYIOCS (opMy aBTOpu3anuu. B pesynbTaTe BBEJACHHBIC ITaHHBIC
OTHPABJISIIOTCS MPECTYNHUKY, a He OaHky. Jlajee XwulieHue JeHer
MPOUCXOJIUT AHAJIOTUYHO C BBIBOJIOM JICHEKHBIX CPEJCTB Ha WHBIE CUETA,
oOHaIMUMBaHUs JIMOO OOMEHA Ha KPUTITOBAIIOTY.

Taxxe mpuobOpesia monyJIsIpHOCTh MOIIIEHHUYECKAsl CXeMa, CBS3aHHAs C
MIPOBEACHUEM SKOOBI «PEKJIAMHBIX aKIMil» OT UMEHHU M3BECTHBIX B bemapycu
TOProBeIX OpaHIOB. [locie mpoxokaeHws ompoca Ha TOAIETLHOM CalTe
(MpakTUYeCKHU HE OTIMYMMOM OT OPWUTHHAIBLHOIO) TOJH30BATEIIO IS
MOJIYYEHHS] BBIMTPHIIIA MPEJIarajoch CKadyaTh U yCTAHOBUTh MOOWMIIBHOE
NpWIOKEHUE, MPUBS3aB K HEMy OOHYCHYIO M OaHKOBCKyIO Kapty. Ecmu
JKEPTBA BBIMIOJIHSIA 3TO YCJIOBUE - MOIICHHUKH TOJy4Yadd PEKBU3UTHI JIs
XUIICHHS TCHE)KHBIX CPEJICTB.

3. Bummur_(anri. vishing, ot voice phishing) — onun u3 crnoco6os
MOIIICHHUYECTBA C WCIOJB30BAHUEM COLMUAIBHON HWHXKEHEPUHU, KOTOPBIN
3aKJTFOYACTCS B BBIBEACHUU 3JIOYMBIINIJICHHUKOB JKEPTBBI Ha IKEIAEMYIO
MOJICNTb TIOBEACHUS C IICJIbIO 3aBJIaJACHUS KOHPUACHIIMAIRHON nHOpMaIuu
JUIS.  TIOCTIEAYIONIeTO XHWIEeHUs cpeAcTB. Kak mnpaBmio, NpecTyNmHUKH
MAaCKUPYIOTCSI B MECCEH[KEpax MOJ JIOTOTUIIOM Y3HABaE€MBIX OEIOPYCCKHUX
O0aHKOB, BBOJAS B 3a0JIy)KJIE€HHUE TOTEHIHAIbHBIX XKepTB. OT wuMeHHU
OaHKOBCKOT'O COTPYJHHMKAa WJIM TIPEJCTaBUTEIS MPABOOXPAHUTEIHHBIX
OpPraHoB  3JIOYMBIIIJIEHHUKA COOOIIAIOT  JKEpPTBE, YTO HEO0OXOJIUMO
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OCYILIECTBUTh KAaKHE-TMOO NEUCTBUSA C OAHKOBCKOM IUIATEKHOW KApTOW, Tak
KaK KTO-TO JIUOO MBITAETCS MOXUTUTh C HEE JEHEKHbIE CPEACTBA, JHUOO
oopMIIIET KPEauT, TUOO0 MPOU3BOIUT MOJO3PUTEIBHYIO OIUIaTy. 3aBiajeB
PEKBU3UTAMHU OAHKOBCKOM IUIATEKHOW KapThl, MPECTYMHUKHU OCYIIECTBIISIOT
XHUIIEHUE JIEHEKHBIX CPEICTB C OAHKOBCKOTO cyeTa mnoTteprieBiiero. B
nocjeaHee BpeMmsi HauboJiee akTyaldbHas cXemMa — MOOYXKICHUE >KEPTBBI
OTKPBITh KPEJIUT. 3IOYMBIIUICHHUKH COOOIIAIOT dKEPTBE O TOM, YTO SIKOOBI
KTO-TO TOCTOPOHHHUHN TBITAETCS OTKPBITh KPEAUT HA €€ UMs, U IS €ro
JICaKTUBAIIUU HEOOXOJMMO CaMOCTOSITEIbHO OOpaTUThCS B OAHK U OTKPHIThH
KPEJIUT, IEPECIIaB BIIOCIEACTBUN PEKBU3UTHI CUETA.

AHAJIOTUYHO aKTyallbHa CXE€Ma 3aBJIaJICHHS JICHE)KHBIMU CPEJICTBAMHU
nocpeAacTBoM HHCIeHUpoBKU JITII mo BuHE OIM3KUX WM POACTBEHHHUKOB,
KOTJ]a MOXKUJIBIX JIFOJAEH BBIHYKIAIOT MEPENaTh KPYIHBIE CYMMbI JI€HEKHBIX
CpPEACTB JUIsi BO3MENIEHUs yliepOa, Moja MPEIIoroM OCBOOOXKICHUS OT
YIOJIOBHOM OTBETCTBEHHOCTHU U T.II., IPU KOTOPOH TAKKE B KAKOW-TO YaCTH
ucnons3yrorcs UKT.

4. BpIMOrareJbCTBO WIM IIaHTaX. B psage  ciydasx
3JIOYMBIIUICHHUKA ~ MOTYT  yIPOXaThb  pa3MVIalleHUEM  PA3JIMYHbBIX
KOMIIPOMETUPYIOIIUX CBEACHUM C MENbI0 BbIMOraTenabcTBa. ColHalibHbIE
CeTH — 3TO KJaje3b NepcoHalbHOW uHMoOpMmanuu o dYenoBeke. [lomyuus
HECAHKIIMOHUPOBAHHBIM JIOCTYNl K CTpaHULlAaM B COLUAIBHBIX CETHX,
MEPENUCKE AJIEKTPOHHBIX IOYTOBBIX SAIIMKOB U OOJAaYHBIM aKKayHTaM U
3aBlaJ€B M300paKEHUSAMHU, HE NpPEAHA3HAYCHHBIMU IS IyOJIUYHOTO
IPOCMOTpA, NMPECTYIMHUKHA BCTYNMAIOT B MEPEMUCKY C MOTEPIECBIIUMU, TPEOys
pa3HbIE JICHEXKHbIE CYMMBbI M YIpOKasl B CJIy4ae OTKa3a pacpOCTPAHUTH UX B
cetu UHTEpHET. AHAIOIrMYHO «HA YJIOYKY» IPECTYIHUKOB IMOMAAAI0TCS
JIMIA, BCTYNAIOUIME B MEPENUCKY C Pa3IMYHBIMU MOJb30BATEISIMA Ha CaUTe
3HAKOMCTB  (OPOTHYECKOTO H  TOPHOKOHTEHTA), KOTJa  OOIIeHUE
npojoiKaeTcss B (opMare BHUICOCBI3U M 3J0YMBIIIJICHHUK BBIHYXKJIA€T
(CKepTBY» TIOKa3aTh OOHa)XEHHbIE YacTH TeJla, B JajibHEWIeM Tpelys
MepeBoJa JICHEKHBIX CPEICTB MOJ aHAJIOTUYHOW yIpO30M pacnupOCTpaHCHUS
dbororpadguii WM BUIEO3AMUCH, B TOM YHUCJIE YyKa3bIBas MOTEPIEBIIEMY
KOHTAKThI 3HAKOMBIX U3 COLIMATIbHOU CETH.

5. CpoOoanblii goctyn Kk 0OaHKOBCKOHM kapte. B psne ciyyaes
NPUYHHOW XHUIEHWHA ¢ OAaHKOBCKHX CUETOB CTAHOBSITCS HE XUTPHIC CXEMBI
MOIIEHHHUKOB, a OaHaIbHasl yTeps KapThl, OCTABICHUE €€ B JIETKOJOCTYITHOM
MECTE WJIY Nepeaadya MHBIM JIMIAM JJISI OCYIIECTBIICHUS PAa30BbIX IUIATEKEN.
Pa3HOBUAHOCTBIO  TOAOOHOTO  JIETKOMBICIHWSI  SBJSIETCS ~ XpaHEHHUE
dboTonzo0pakeHnii 0AHKOBCKUX KapT WJIU IUIATEKHBIX PEKBU3UTOB B MaMSITH
MOOMJIBHOTO TejiedoHa, B IIOYTOBOM aKKayHTE WM JIUCTAaHIIMOHHOM
obnmayHoM XpaHumuiie. [Ipy HECaHKIIMOHMPOBAHHOM JOCTyIlE K TaKOMY



XpaHWIUILY TPECTYNMHUK TOJy4aeT OEeCHpensiTCTBEHHBIM JOCTYyHn K
OaHKOBCKOMY CYETy e€ro Biajenblia. Puck ocrtatbecs 0e3 3apabOTaHHBIX
JICHEXHBIX CPENICTB TAKKE yBennunBaeT xpaHeHne PIN-koma psigoM ¢ kapTou
(HampuMep, 3amMCaHHBIM Ha OyMaXKe B KOIICIbKE WJIM Ha CaMOu
O0aHKOBCKOM KapTe).

6. BEC-araku (koMmpoMeTramusi [JeJIOBOil  3IJIEKTPOHHOI
MePenucKu) ¢ Hedbl0 XHUINeHHUS JCHEKHBIX CPEACTB NpeANnpUATHN C
MOJAMEHOI PEKBU3UTOB 0aHKOBCKHMX CYeTOB KOHTPAreHTa.

Cnoco0 coBepilleHHs pacCMaTpUBaEMOIro BHUJA MOIIEHHUYECTBA
3aKJIIOYAETCS B MOJAMEHE PEKBU3UTOB OAHKOBCKHMX CUETOB 3apyOeiHBIX
koHTpareHToB (Ilonbpmia, Mranus, JIuTBa W ap.) mpu oOIUIaTe 3a MOCTaBKY
TOBApOB.

Tak, T1OClIE COIVIaCOBaHMSI CYIIECTBEHHBIX YCJIOBHM KOHTPAKTA
C 3apyOCKHBIM TIAPTHEPOM, a B OTHEIbHBIX CIIydasX W €ro MOJNUCaHUs
Ha DJICKTPOHHYIO TIOYTY OpraHu3auuu (IpeanpusiTus) MPeCcTyMHUKAMU
HaIpaBysieTcss COOOIIeHHE $SKOObI OT MMEHHU COTPYAHHMKAa HHOCTPAHHOTO
KOHTpareHtTa 00 W3MEHEHUM PEKBU3UTOB OaHKa U HEOO0XOJUMOCTH
MEPEUYUCIIEHUS] JEHEKHBIX CPEJCTB HA HOBBIM CUET (HAaIpUMeEp, 0 MPUIYUHAM
yIUIaThl 3HAYMTENIBHOTO Hajora B paHee OOCIyXHuBawoIleM OaHKe,
NPEBBIICHUS JIUIMUTA HA CYETY, MNPOBEJACHUS B OTHOLICHUU HPEANPUSATHUS
roCyJIJapCTBEHHOIO AYIUTA).

IIpy »oTOM aapec SIAEKTPOHHOM TOYTHI MOIICHHUKOB HWMEET
3HAUYUTEIBHOE CXOJACTBO C PEaJbHBIM, YTO YaCTO OCTAETCS HE3aMEUCHHBIM
(mampumep, Ssales.bianchi@gmail.com Bmecto sales@bianchi.com), a B
OTJICJIBHBIX CITy4asix SIBJISIETCS UIEHTUYHBIM. OCOOECHHOCTBIO TAKXKE SIBJISIETCS
TO, YTO B COJEPKAHWU MEPBOHAYATHLHO HAMPABISIEMbBIX MUCEM OTCYTCTBYIOT
KaKue-mu00 BIIOKEHUS, TUIEPCCHUIKH, B CBSI3M C YE€M OHHM HE BBI3BIBAIOT
NOAO3pPEHUST Yy  COTPYAHUKOB OpPraHU3allMd MW  HE  ONPEAeIISIOTCS
AHTUBUPYCHBIM  MPOTPAMMHBIM  OOECIIEYEHUEM B  KA4eCTBE  YIPO3BI
oe3zonacHoctu.  Ilocnenyromas  mepenucka  yXe€  OCYIIECTBIISIETCS
C KUOEpIPECTYIMHUKAMM.

Peamusamusa nogoOHOW CXEMBI XHUIIEHUSA BO3MOXKHA C ITOMOILBIO
MOJYYEHHS] HECAHKIIMOHHUPOBAHHOTO JOCTYyNa K 3JEKTPOHHOW MOYTE OJHOMN
U3 CTOPOH CHeNKU (IOCPEICTBOM JEHUCTBUSL BPEAOHOCHON MPOTrPAMMBI,
¢bumunra, mombopa maposs). [lomyuuB mOCTym K DJICKTPOHHOW TIOUTE
CyOBeKTa XO3SHUCTBOBaHUS, MPECTYMHUKH pacmojiaraloT wHbopMaiumen o
npeaMeTe, yCJIOBHUSAX JOTOBOPAa W MOTYT BECTH TNEPENUCKY, HE BbI3bIBAS
nogo3penus. IloaTomy B ciaydae HEOOXOAMMOCTH HWMHM HaIPaBIISIFOTCS
JOTIOJTHUTEILHOE ~ COTJIAllIGHWE, WHBOWC, OJHAKO C  HW3MEHEHHBIMHU
pEeKBHM3UTAMH  OAHKOBCKOTO  CyYe€Ta W KOHTAKTHBIMM  JIaHHBIMHU
npeacTaBuTene GupMbl MyTeM WX HaJOKCHHS Ha TIOATOTOBJICHHBIC paHEE U




COXpaHEHHBIE B COOOIIEHUSAX MOKyMEHTHI. [Ipum 3TOoM mmchbMa peasbHOTO
KOHTpareHTa BCJEJACTBHEC W3MEHCHHS HACTPOCK OJIEKTPOHHOM TMOYTHI
ABTOMATHUYECKU TOMEYAIOTCSl KaK MPOYUTAHHBIE U TEPEeapecOBBIBAIOTCS B
nanky «Crnam» unu «Kop3unay.

YtoObl HE cTaTh JKEPTBOM KHUOEPIPECTYITHHUKOB HEOOXOIUMO
PUACPKUBATHCS CIEAYIOMNUX TTPABUI:

- HUKOT/Ia, HUKOMY W HHM TIPH KaKUX OOCTOSTEIhCTBAX HE COOOIIATH
PEKBU3UTHI CBOMX OAHKOBCKHX CUETOB W OAHKOBCKHMX KapT, B TOM YHCIIC
JUIaM, TIPEICTABUBIITUMCS COTPYIHUKAMH OaHKa WA TTPaBOOXPAHUTEIHHBIX
OpraHoB;

- HE clieayeT cooOmaTh B Tee(OHHBIX pa3roBopax M MpH OOIICHUHU B
COIICETSAX TIOJIHBIM HOMEp KapTO4ykH, Cpok ee newctBus, kox CVC/CVV
(Haxomsirecss Ha OOpaTHOW CTOPOHE KapThl), JJOTHH U MapOjb K UHTEPHET-
OaHKUHTY, MACMOPTHBIE JJAHHBIC, KOJO0BOE CJIOBO (1udpoBor koja) u3z SMS-
COOOIIIEHHN;

- B ClTy4yae MOCTYIJICHUS 3BOHKA «OT COTPYIHHMKA OaHKa» HEOOXOIUMO
YTOUHHUTH €ro paMujInio, HoMep TellepoHa, Tocie Yero 3aBepIIuTh Pa3roBop
¥ CaMUM TIO03BOHUTH B OaHK WM B KPYTJIOCYTOUHYIO CITY>K0y cepBuca, HOMEp
KOTOpOW HalrcaH Ha OOOPOTHOW CTOPOHE TIJIATEKHOW KapThl, COOOIIUTH O
ciayuyuBiieMca. Ckopee BCero, HUKaKMX HECAaHKIIMOHMPOBAHHBIX OMeparui
He OBLIO, M HUKTO M3 0aHKa HE 3BOHMII;

- B TOM clTydae, €CJIi ¢ UCI0JIb30BaHWeM Bairero caera u mpaBia KTo-
TO OyJIeT MBITaThCS COBEPIINTHh HECAHKIIMOHHUPOBAHHBIC OIEparud W OaHK
3TO 3aMETHUT, TO €ro COTPYJHHUKH CIIEpBa HWHHIIMATUBHO 3a0JIOKUPYIOT
OaHKOBCKYIO TUIATSXKHYIO KapTy, 3aTeM cooOmmar Bam mpuunHy TpHHSATOTO
peleHus (HUYero He YTOYHsIsl) U MPUTIIACAT MOCETUTh OAHK C MACIOPTOM ISt
MOJIydeHUS HAJIMYHBIX JIEHEKHBIX CPEACTB WM HAIMMCAHMS 3asBIICHUS Ha
MIEPEBBIMYCK KapTHI;

- HM B KOEM cCly4ae HE€ MPEAOCTaBISITh JOCTYIl K MOOWIBHOMY
YCTPOWCTBY TIOCTOPOHHUM JiilaM. Hukorna He ycTaHaBIMBaTh 1O TPOChOaM
HE3HAKOMBIX JIMI] MTPOTPaMMBI YIAJICHHOTO JIOCTyTa, TaKhe, HalpuMmep, Kak
«AnyDesk», «TeamViewer» u np. He cooOmarh HE3HAKOMBIM JIUIIAM
CEaHCOBBIC KOIbI. Uepe3 3TH NPWIOKEHUS MOIICHHUKHA MOTYT TOJIYYUTh
JOCTYIT K MOOWJIBHOMY NPWIOKEHUI0O HWHTEpHET OaHKWMHTa Ha Bamem
YCTPOWCTBE M COBEPIIUTHh XWINECHHWE ICHEKHBIX cpenctB. Cremayer 3HATH:
COTpYAHUKH OaHKOB HHUKOTJAa HE HWCHOJB3YIOT JIsI CBA3U C KIHCHTaMHU
MecceHmkepsl («Viber», «Telegramy, « WhatsApp»);

- B HACTOfIIEE BpEMS IMPOCTO HEOOXOIUMO HAIMYUE BTOPOU
OaHKOBCKOM IUIaTe)KHOHN KapThl, HE TIPUBSI3aHHOW K OCHOBHOMY 0aHKOBCKOMY
cdery (HampuMep, 3apIuiaTHOMY). DTOH KapTOH CJIEAyeT pacCUUTHIBATHCS B
cetu MHTEepHET, 3apaHee MOMOJHAS €€ Ha HEOOXOnuMyl cymMmy. B Takom



ciydae Bbl cMmoxkeTe 00e30macuTh CBOM OCHOBHOM OAHKOBCKHMM CYET.
Muorue OaHKM TpeAJiaraloT CBOMM  KJIMEHTaM YCIYry  BBIIYCKa
«BUPTyaJbHOM KapThl». [lpoiiecc ee OTKpbITUA HE TpedyeT MOCEelIeHUs
KJIMEHTOM OaHKa W MPEACTaBJseT COOOM MOCTAaTOYHO OBICTPHIN mporiecc. B
utore Bol cTaneTe o0namareneM 3IEKTPOHHOTO aHAIora OAHKOBCKOM KapThl,
NOCPEJICTBOM KOTOPOM CMOXKETE pacCUMThIBATBhCA 3a YCIYTM B CETH
NuTepHer 0e3 pUCKa CKOMIIPOMETUPOBATh OCHOBHON OaHKOBCKHU CUET.
[IpocTo mepesn omiatoi clieyeT MOIMNOJHUTh €€ HEOOXOIUMOW CYMMOM C
OCHOBHOM KapThl;

- KaXJbIN Biajenel] 0aHKOBCKUX IUIATEKHBIX KapT MOXKET HACTPOUTH
COOCTBEHHBIM aNrOpUTM O€30MaCHOCTH TPU UX HCMOJIb30BaHUM. [
o0OecrieueHrss COXPaHHOCTH JICHEXKHBIX CPEACTB, pPa3MEILIEHHBIX Ha
OAHKOBCKUX CYETaX, KaXIbId Jep)KaTellb KapTOUKU IMOCPEICTBOM CHCTEM
JUCTAHLIMOHHOTO  OAaHKOBCKOTO  OOCIY>KMBaHUSI  MOXET  YCTaHOBUTH
WHJUBUyaJIbHBIE OTpaHUYCHUS (JIUMUTHI/3anpeThl). Cpelld OCHOBHBIX —
cienywnme: noakirdeHue  TexHoiorun  3D-Secure  (oOsi3arenbHOE
NOATBEPKJICHUE ONEpAlMii, COBEpPIIAEMBbIX JAEp)KAaTENsIMH KapTOYeK C
NpPUMEHEHWEM HUX PEKBU3UTOB B ceTH VHTEpHET); yCTaHOBJIEHHE OaHKOM-
SMUTEHTOM  OrPAaHMYEHHWE HA TMPOBEACHUE PACXOJHBIX  OIEpalHid
(MakcuManbHas CyMMa M KOJIMYECTBO ONEpaldid B OINPENECICHHBIA MEPHO
BPEMEHH); BO3MOKHOCTh CAMOCTOATENIbHO YCTAHABIMBATH OTPAHUYCHUS (HA
IIPOBEACHUE oOllepaluil B ceTu HTEpHET, Ha COBEpIICHUE Olepalui B
KOHKPETHOMW CTpaHe, Ha COBEPILIEHUE OTACIbHBIX BUJIOB ONEpaLIHil);

- s J0CTynma K CHCTeMaM  JUCTaHIMOHHOTO  OaHKOBCKOTO
oocnyxuBanus (CHABbO) u NUYHBIM aKKayHTaM HEOOXOJIMMO HCIOJb30BaTh
CIIO)KHBbIE  MAapojd,  HMCKJIIYalolle  BO3MOXHOCTH  UX  mojdopa.
PekomeHnayercs cocTaBisiTh KOMOMHAIIMK TMapojieil He MeHee ueM u3 12
3HaKOB (U(pbI, OYKBBI U CUMBOJIBI B pa3HOM peructpe). Crnemayer co3gaBath
YHUKAJIbHBIE TApOJId Il KaXJIOro cepBuca B otaenbHocTd. Crout
BO3JIEPKATbCA OT TMApOJIeH, COCTABJICHHBIX W3 JaT POXKICHUS, HMEH,
dbaMunuii — TO €CTh TEX, KOTOpbIE JIErKO BBIYUCIHUTH W3 OOIIEIOCTYIMHBIX
UCTOYHUKOB MH(pOpManuu (HampuMmep, TeX K€ couuaibHbIX cereid). Takxke
CJIEAYET PEryiasipHO MEHSTh Mapoju, 4YeM vaile — Tem ayuire. [lonp3yittech
TOJIBKO TIPOBEPEHHBIM MEHEKEPOM MapOJei;

- IpU MOCTYIUICHUM B COLMAJBHBIX CETAX COOOILIEHUI OT JIUI,
COCTOSIIIMX B KAaTEropuu «Apy3bsi», C Mpocb0aMHU O MPEAOCTaBICHUU
PEKBU3UTOB OAHKOBCKMX IUIATEKHBIX KapTOUEK — HE CJEAyeT cpa3y ke
OTBEYaTh Ha MOAOOHKIE coobenus. Hepenko Takue nmpockObl pacchUIaloTCs
OT UMEHHU Jpy3ed MpEeCcTyMHUKAMH, B3JIOMABIIMMH aKKayHT B COLIMAJIbHOU
CEeTH U MOJYYMBLIMMHU AOCTYI K KOH(pUIeHUUaNbHOU mepenucke. [loaromy



CHayajga HEeOOXOJMMO CBS3aThbCSl C 3TUM YEJIOBEKOM (MO TeyneoHy, JIMUHO
BCTPETUTHCS) U yTOUHUTD, JEHCTBUTEILHO JIM OH HY>KIa€TCsI B TIOMOIIIH;

- 11 TOTO, YTOOBI HE CTaTh KEPTBOU MOIIEHHHUKA, MO3BOHUBIIETO MO
TeneOHy U COOOIIMBIIIETO O MOMaJ aHuu B 01y POJICTBEHHHKA, HEOOXOMMO
HEMEJYICHHO MPEKpaTUTh TeaehOHHBIM pa3roBop. OTHUM MPECTYIMHUK
JUIIUTCS BO3MOXKHOCTH UCIIOJIB30BaTh CBOM MCUXOJIOTUYECKUE MPUEMBI JJIsI
Bo3jeiicTBus. [locime 3Toro cremyer mepe3BOHUTH OJIM3KOMY YEJIOBEKY U
JUYHO YTOYHHUTH Yy HEro, 4TO MPOM30MUI0. Eciu 3BOHUBIINK yBEpsieT, 4TO
POJICTBEHHUK HAXOJUTCS B MWIHIIMH WM C €ro Y4acTHeM IPOBOISTCS
CJIE/ICTBEHHBIE JCHCTBUS, HEOOXOAUMO IIO3BOHUTH B JEKYPHYIO YacTh
opraHa BHYTPEHHUX e Wiu 1o HoMepy 102, v BBISICHUTB MPAaBIAUBOCTh €0
CJIOB;

- B IEIIX 3alllUThl YCTPONCTB HEOOXOAUMO HCIOJIB30BaTh
JUIEH3UOHHOE  MPOrpaMMHOE  OOECICUeHHE, PEryJspHO  OOHOBIATH
NporpaMMHOE O0O0ECIEYEeHWE U  OINEpPAIlMOHHYI0 CHUCTEM. Y CTaHOBUTH
AHTUBUPYCHYIO TIporpaMMmy CJeyeT HE TOJbKO Ha IEpPCOHAJIbHbBIN
KOMIIBIOTEP, HO U Ha cMapTQOH, IJIAHIIET U PETYJIIPHO OOHOBIISTH €€.



